US006601169B2

(12)

United States Patent
Wallace, Jr. et al.

(54)

(76)

(10) Patent N0.:
US 6,601,169 B2
(45) Date of Patent:
Jul. 29, 2003

KEY-BASED SECURE NETWORK USER

5,822,676 A * 10/1998 Hayashi et a1. ............ .. 455/4.2

STATES

5,864,843 A

Inventors; Clyde Riley Wallace, Jr” 5412 Savoy

*

1/1999 Carino, Jr. et al. ........... .. 707/4

5,919,289 A *

7/1999 Misawa et a1. ............. .. 96/203

Ct., Cape Coral, FL (US) 33904;
Timothy Mark Thompson, 4523 SE.

>1 Cited by examiner

6th Pl., Cape Coral, FL (US) 33904
( * ) Notice:

Subject' to any disclaimer, the term of this

Primary Examiner_Thomas R‘ Peeso

patent is extended or ad]usted under 35

U.S.C. 154(1)) by 153 days.
(21)
(22)

Appl- NO-I 10/003,736
Filed:
Oct 31, 2001
_

(65)

_

_

a user operating the computer. Key-based secure network

Pnor Pubhcatlon Data
_

user states includes encrypting user data With a crypto

graphic key; embedding, into the encrypted user data, the

_

cryptographic key or reference data associated With the

Related U'S'Apphcatmn Data

(51)
(52)
(58)

ABSTRACT

A server and a computer are connected to a network. User
data may be used to establish a state betWeen a server and

US 2002/0152378 A1 Oct. 17, 2002

(63)

(57)

cryptographic key; storing the encrypted user data With

Continuation of application No. 09/545,009, ?led on Apr. 7,

embedded key data in a Cookie; and Sending the Cookie to a

2000, which is a continuation of application No. 09/475,638,
?led on Dec‘ 30’ 1999’ now abandoned‘

computer; such that subsequently, a secure state betWeen the
server and the user is established by receiving the cookie

Int. Cl.7 ................................................ .. G06F 1/24
US. Cl. .............. ..
713/151; 713/168
Field Of Search ............................... .. 713/ 151, 161,

from the computer; extracting, from the cookie, the
encrypted user data and embedded key data; decrypting,
using Said key data, the encrypted user data; and establishing

713/164> 166> 168

the secure state betWeen the server and the user based on the

(56)

References Cited

decrypted user data. Key data is the cryptographic key or

reference data for obtaining the cryptographic key.
US. PATENT DOCUMENTS
5,822,314 A

* 10/1998

19 Claims, 8 Drawing Sheets

Chater-Lea ............... .. 370/337

10.1

30.1

Server

20

Remote

Computer

30;
Server

Remote

Computer

U.S. Patent

Jul. 29,2003

Sheet 1 6%

US 6,601,169 B2

10.1
30.1

Server

20

Remote

Computer
O
O

10.i

.

Server

Remote

Computer

1' z 1, j 21

U.S. Patent

301

Jul. 29, 2003

Sheet 2 0f 8

US 6,601,169 B2

50

101'

Remote

Private

Computer

Data

>

Server
‘

RAM

\

15

Hi

U.S. Patent

Jul. 29, 2003

Sheet 3 6f 8

US 6,601,169 B2

100
50

\

110

Private ___,
Data

.

Encryptlon
Software

\
Encrypted
> Private

Data

l0l.k

\
Encryption __,

Key

k2 1

U.S. Patent

300

Jul. 29, 2003

301 302

Value

101.k

/

/

/

/

/

Enc

US 6,601,169 B2

110

/ /

Naée/

Sheet 4 0f 8

I

_

Embedded Key

rypted Pnvate Data + Embedded Rogferenoe Data

\102m

cookie

mzk

U.S. Patent

300

Jul. 29, 2003

Sheet 5 0f 8

20
Cookie

Internet

US 6,601,169 B2

30-]
‘

simmer
> RAM

\
31

300

I

Cookle

W:
Internet

30.1
>

Remote

Computer
-> Hard
Drive

32

U.S. Patent

30;

Jul. 29, 2003

300

Remote

Sheet 6 6f 8

US 6,601,169 B2

20

101'

C\ookie

300

Cgokie

Computer

—“_’

Server

L RAM
1 l .i

.

30J

Remote

Computer

300
Cookie

20

300
C\ookie
-' >

10'2
Server

L RAM
11.2

U.S. Patent

Jul. 29, 2003

Sheet 7 0f 8

US 6,601,169 B2

101.k

300

/3 02

11O

\

200

Enc ted

Namj/

21O

Priviytg Data

va?l? Encrypted grime Data
Encrypti‘m Key

\

Decryption
Software

Decrypted
—’ Private

Data

cookie

U.S. Patent

US 6,601,169 B2

Sheet 8 0f 8

Jul. 29, 2003

102.m
302

/

300

Nany
/

Value

\1 1 O

/

200

\
Pggatgtgata
E

d

Encrypted Private Data

\

lngex

>

.

Encryption
Index

Index-Key Key

Decryptlon

,

Software

Association
105

2 l\0
Decrypted
cookie

Private
Data

US 6,601,169 B2
1

2

KEY-BASED SECURE NETWORK USER
STATES
CONTINUING DATA

More speci?cally and typically, When a user ?rst visits an
Internet Website, a Web server associated With the Website
may send a cookie to the user, Which is then stored in the
memory or on the hard drive of a user’s computer, in

This is a CONTINUATION of, and incorporates by
reference in its entirety, US. application Ser. No. 09/545,

conjunction With the user’s Internet broWser softWare. When
the user subsequently visits the Website, the cookie may be

009, entitled SECURE INTERNET USER STATE CRE
ATION METHOD AND SYSTEM WITH USER SUP
PLIED KEY AND SEEDING and ?led on Apr. 7, 2000 by
Wallace, Which in turn is a CONTINUATION of, and

sent back to the server so that the user’s identity and/or other
information about the user that is stored in the cookie may
be knoWn to the server via the data contained in the cookie,
10

incorporates in its entirety, US. application Ser. No. 09/475,
638 entitled METHOD AND SYSTEM FOR CREATING
SECURE INTERNET USER STATES, ?led on Dec. 30,
15

stored on a user’s computer, especially When on a hard drive,
other servers may potentially access the cookies of other
servers and extract and read the user’s identity and/or other
information about the user that is stored in those cookies.

20

Such extracting and reading is considered by many as an
invasion of the user’s privacy.
An attempted solution to protect the privacy of Internet
users is provided in RFC 2109, HTTP STATE MANAGE
MENT MECHANISM, having a publication date of
February, 1997. This solution involves a domain restriction

1999 by Wallace et. al. Further, this disclosure is related to,

and incorporates by reference in their entireties, U.S. appli
cation Ser. No. 09/491,225 entitled KEY-BASED METHOD
AND SYSTEM FOR CREATING SECURE INTERNET

USER STATES, and Ser. No. 09/491,059 entitled KEY
BASED METHOD AND SYSTEM WITH KEY INDEX
FOR CREATING SECURE INTERNET USER STATES,
both ?led on Jan. 25, 2000 by Wallace et. al, and noW

abandoned; and US. application Ser. No. xx/xxx,xxx
entitled SECURE NETWORK USER STATES ?led on Oct.

31, 2001 by Wallace.
25

FIELD OF INVENTION

on reading and Writing cookies, Which must be implemented
in conjunction With a user’s particular broWser softWare for
effectuation. For example, a Web server associated With the
domain thissite.com may Write a cookie having the domain

The present invention relates to key-based secure netWork
user states.

BACKGROUND OF THE INVENTION

such that a state betWeen the user and the Web server is

created.
HoWever, the use of cookies has created a signi?cant
problem relating to user privacy. Because these cookies are

30

Computer netWorks, such as the Internet, are Well knoWn
in the art, and may be based on the HTTP protocol. Because
HTTP is a stateless, or non-persistent, protocol, it is not
possible for such servers to differentiate betWeen visits by a
speci?c user unless the server can somehoW mark the user 35
to create a state or logical nexus betWeen the server and the
user. Thus, each visit by an Internet user to a Website is

unique, in that the Website does not generally knoW the
identity of the user and/or other information about the user,
With the exception of a feW details such as broWser type, IP
address, etc. It should be noted, hoWever, that When a user
has a ?xed IP address, the user’s identity or information
about the user may be knoWn by logical relation to a
database. But, since the majority of Internet users are

40

assigned dynamic IP addresses each time they connect to the

45

value .thissite.com. According to the domain restriction, this
cookie may only be read by a server Within the speci?ed
domain and related sub-domains. For example, While the
servers at thissite.com, L1.thissite.com, L2.L1.thissite.com,
etc. may read the cookie having the domain value
.thissite.com, the servers othersite.com, L1.othersite.com,
L2.L1.othersite.com may not read the cookie having the
domain value .thissite.com. While this methodology appears
adequate on its face, practically it is not. It suffers from at
least four de?ciencies.
A ?rst problem is that this methodology requires softWare
vendors producing broWser softWare to implement this
domain restriction. While mainstream vendors may attempt
to comply, other smaller vendors may not. Thus, failed
compliance may create a hole through Which a user’s
privacy may be invaded via the unauthoriZed access of
cookies despite the existence of a domain restriction.

Internet, reliance on a user’s IP address to create a state is

A second problem is that despite attempted compliance,
one or more bugs or exploits in the broWser softWare may

problematic since their IP addresses may change each time

exist and be exploited; thus, also creating a hole through

a user connects to the Internet.

Which a user’s privacy may be invaded. For example, as

To remedy the problem of HTTP’s stateless nature, cook
ies have been introduced for the speci?c purpose of creating
states. They may be temporary, in Which case they are stored
only in memory; or persistent, in Which case they are stored
in a ?le, typically on a hard drive, for period of time
measured by an expiration date ?eld of a cookie. A cookie
may be thought of as a data structure stored in the memory

identi?ed in the article, COOKIE EXPLOIT, published by
50

COOKIE CENTRALTM on Dec. 14, 1998, such a bug did
exist and a hole Was potentially created and exploited. The
bug alloWed cookies to be shared betWeen unrelated

domains, despite the domain restriction implemented by

cookie containing data, such as the user’s identity and/or

some if not all cookie-based Internet broWser applications.
Basically, by concatenating an ellipsis (“ . . . ”) at the end of
the domain value set in a cookie, other unrelated servers
Were able to read those cookies. Such a domain value may

other information about the user for the purpose of creating

be “.thissite.com . . . ” According to this article, at the time

or on the storage device of a user’s computer, With the

55

of publication all mainstream Internet broWser applications
a state betWeen the Web server and the user. Thus, When a
user visits a particular Website, a cookie stored on a user’s 60 Were vulnerable to this exploit. Indeed, the article goes on to
assert that the most popular Internet broWser applications,
computer may be sent from the user’s computer over the
Internet to the Web server, Which then extracts the data from
INTERNET EXPLORER and NETSCAPE, Were knoWn to
the cookie, processes the data and thereWith creates a state.
be vulnerable on the WINDOWS, MAC and LINUX plat
For example, a user’s name may be stored in a cookie and
forms. Thus, the domain restriction Was nulli?ed and servers
When that user visits a particular Website, the data contained 65 participating in the exploitation of this bug Were able to
in the cookie may be sent to the server and used to identify
access cookies from domains outside their oWn domain,
the user.

Which is exactly What the domain restriction of RFC 2109

US 6,601,169 B2
3

4

Was intended to prevent. Thus, the privacy of Internet users
bene?ting from the use of cookies Was unequivocally sub

may be harvested during the visit from other cookies stored
on the user’s hard drive may be combined With the user’s

ject to invasion.

data in the database. For example, the database may only
contain the user’s name, address and phone number. But

Athird problem is that the cookies stored on a user’s hard

drive may be vieWed by a person Who is physically using the
user’s computer. The location and naming of cookie ?les

data harvested from the user’s other cookies may reveal that

stored on a user’s hard drive are generally knoWn or dis

ments for those With HIV, a Website associated With HIV

the user had visited a Website associated With herbal treat

coverable by those skilled in the art. For example, it is Well
knoWn in the art that the broWser softWare application

NETSCAPETM that is developed and distributed by

treatment centers in the user’s toWn and a Website associated
10

NETSCAPE COMMUNICATIONS CORPORATIONTM
generally stores cookies in a user directory in a single ?le

of a person Who appears to have HIV is noW knoWn. Where

the person does in fact have HIV and sought to keep his or
her ailment private, this combined information results in the

named “cookie.txt”. One physically using a user’s computer
may open such a ?le With a simple text editor and directly

vieW and/or print the data contained in all cookies present,
Which is clearly an invasion of the user’s privacy.

With HIV research. By combining this health-related data
With the database data, the name, address and phone number

person’s privacy being clearly invaded.
15

Therefore, there is a need for key-based secure netWork
user states.

A fourth problem is that under certain conditions servers
may directly read cookie ?les outside the domain restriction
set in the cookies. It is generally knoWn in the art that Where

SUMMARY OF THE INVENTION

An object of the present invention is to provide key-based

a user’s Internet broWser softWare is con?gured to enable

secure netWork user states.

JAVA script, speci?c ?les having a knoWn name (such as,

Another object of the present invention is to provide

“cookies.txt”) may be directly accessed, read and transmit
ted to some location over the Internet by a “virus” embedded

key-based secure netWork user states that assist in minimiZ

Within such JAVA script. Additionally, a devious program

ing at least one of the problems mentioned above.

may also contain such a virus that can do the same. Many 25
The environment of the present invention includes at least
Internet users doWnload and run executable programs from
one server and at least one computer communicatively

the Internet knoWingly and unknoWingly risking the infec

connected together via an HTTP-based netWork, Where user

tion of a virus; and therefore, this risk is present and real.

data is used to establish a state betWeen a server and a user

The location of cookie ?les are generally knoWn or discov
erable to those ordinarily skilled in the art. Indeed, such a
virus may execute a “directory” command to obtain the
names of ?les and directories on a hard drive; for example,
a directory listing of ?les and directories in the

operating a computer.
In an exemplary aspect of the invention, a method of
establishing by a server a secure state betWeen the server and

a user operating a computer, includes encrypting user data

With a cryptographic key; embedding, into the encrypted

“c:\WindoWs\Temporary Internet Files” directory or

“c:\Program Files\Netscape\Users” directory. The former
may produce cookie ?les produced by INTERNET

user data, the cryptographic key or reference data associated
35

EXPLORER; While the latter may produce the names of the
directories of users of NETSCAPE (i.e., John), Which may

to a computer; such that subsequently, a secure state betWeen

the server and the user is established by receiving the cookie

be used to access the NETSCAPE cookie ?le, Which in this
case
Would
be
“c:\Program

from the computer; extracting, from the cookie, the
encrypted user data and embedded key data; decrypting,
using said key data, the encrypted user data; and establishing

Files\Netscape\Users\,John\cookies.txt”. Indeed, the surrep
titious harvesting of cookies ?les is available to those
seeking it; and the privacy of Internet users are subject to
invasion.

Another attempted solution is practiced by some industry
participants. This attempted solution involves storing in
persistent cookies a primary key (or database index) to a

the secure state betWeen the server and the user based on the

decrypted user data.

In another exemplary aspect of the invention, reference
45

accessed, generated, etc.).
Other features and advantages of the present invention
Will be apparent from the accompanying draWings and the
detailed description that folloWs.

than storing the private data in the persistent cookies. Thus,
the unauthoriZed vieWing or reading of a primary key does
not appear to be an invasion of privacy. While some,

including the public, may consider such a practice as suf?

BRIEF DESCRIPTION OF THE DRAWINGS

cient in protecting user privacy from invasion, practically it
is insuf?cient and provides a false sense of security.
55

universe. Thus, Within a de?ned universe of Internet users,
a single primary key uniquely identi?es one or more data
base records that relate to a speci?c user. Where the contents
of a database are knoWn or obtained by a party (i.e.,
possessed, or hacked into and harvested), an Internet user,

Within the de?ned universe, visiting a Website associated
With that party risks an invasion of privacy. If the user has
a primary key stored in a persistent cookie on the user’s hard
drive, access to that cookie may alloW information relating
to the user in the database to be referenced and used by the
party to establish an undesired state betWeen the Website and
the user. In addition, other information about the user that

data is an index, pointer or seed, With Which a particular

cryptographic key may be obtained (e.g., referenced,

database containing data records of user information, rather

By de?nition, primary keys are unique Within a de?ned

With the cryptographic key; storing the encrypted user data
With embedded key data in a cookie; and sending the cookie

The present invention is illustrated by Way of example
and not limitation in the ?gures of the accompanying
draWings in Which like references indicate similar elements
and in Which:
FIG. 1 shoWs the general environment of the present
invention, in Which one or more servers are connected to one

or more remote computers via the Internet or other HTTP

based netWork.
FIG. 2 shoWs the sending of private data by a remote
computer over the Internet to a server according to the
65

present invention.
FIG. 3 shoWs the inputting of private data and a key into
an encryption function to produce an encrypted format of the

private data.

US 6,601,169 B2
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FIG. 4a shows encrypted private data and respective the
cryptographic key stored in a cookie.

data cartridge), With the device or medium subsequently

being removed.
The server softWare and cryptography softWare executing

FIG. 4b shoWs encrypted private data and an index to the

on a server may be implemented With any compatible

respective cryptographic key stored in a cookie.

programming language and/or script that functionally effec

FIG. 5a shoWs a non-persistent cookie sent over the
Internet to a remote computer that stores it in the remote

tuates the present invention as claimed.

The cryptography softWare according to the present

computer’s RAM.

invention may perform encryption and/or decryption.
Generally, the cryptography softWare performs both encryp

FIG. 5b shoWs a persistent cookie sent over the Internet
to a remote computer that stores it on a hard drive.

10

FIG. 6a shoWs a remote computer sending a cookie over

tography softWare need not perform both. The cryptography
softWare may utiliZe any key-based encryption algorithm, or

the Internet to a ?rst server.

FIG. 6b shoWs a remote computer sending a cookie over
the Internet to a second server.

FIG. 7a shoWs encrypted private data and the respective

tion and decryption; hoWever, Where a ?rst server only
encrypts data and other related servers decrypt data, cryp

15

cryptographic key extracted from the value ?eld of a cookie

combination of algorithms in Whole or in part, knoWn in,
taught by or apparent in light of the prior art that effectuates
the present invention as claimed. HoWever, it is essential that

the overall functionality of the encryption algorithm used is

and used to decrypt the encrypted private data.

one-to-one, in that the initial data results from decryption of

FIG. 7b shoWs encrypted private data and an index to the

an encrypted format of the initial data. An illustrative set of

respective cryptographic key extracted from the value ?eld

example prior art encryption algorithms and techniques from

of a cookie and used to decrypt the encrypted private data.

Which one may draW one or more, in Whole or in part, in

DETAILED DESCRIPTION

Hellman; Public-Key Cryptography; PGP; Signature Algo
rithms; DES; triple-DES; IDEA; TDEA; BloW?sh; TWo?sh;

effectuating the present invention are RSA; DSA; Dif?e
FIG. 1 shoWs the environment of the present invention, in
Which one or more servers 10.1—10.a (for a; 1) are opera

tively connected via the Internet 20 (or other netWork) to one
or more remote computers 30.1—30.b (for bil).
Generally, the present invention is carried out via softWare

25

executing on one or more servers, softWare executing on one
or more remote computers, and user input via one or more

input devices operably connected to a user’s remote com

puter.
The private data (or “user data”) of a user is herein
broadly de?ned. This includes the user’s IP address, name,
mailing address, email address, age, sex, credit card

35

information, login/passWord combinations, preferences,
hobbies, education level, broWsing (click) history, broWsing
history With click frequency, broWsing preferences, assigned
primary keys, assigned GUIDs, etc. In essence, private data
relating to a user includes any information that may in and
of itself be personal and private, as Well as information that

may be personal and private When combined With other data
relating to the user. Thus, any data particular to a user may

be considered private data.
In an exemplary aspect of the invention, a remote com

45

puter comprises an operable Internet connection, Internet
softWare, one or more computer memories for readably
storing said Internet softWare, one or more input devices and

a CPU for executing said Internet softWare, Wherein said
computer Internet connection, each of said one or more
computer memories, each of said one or more input devices

and said computer CPU are operatively connected to each
other by at least one bus. Preferably, a remote computer has
at least tWo computer memories: RAM and a hard drive; and
at least tWo input devices: a pointing device and a keyboard.
In a further exemplary aspect of the invention, a server

55

comprises an operable Internet connection, one or more

server memories for readably storing server softWare and
cryptography softWare, and a CPU for executing said server

softWare and said cryptography softWare, Wherein said
server CPU, each of said server memories and said server

Internet connection are operatively connected to each other
by at least one bus. Preferably, a server has at least tWo
server memories: RAM and a hard drive. HoWever, since

softWare may be stored solely in RAM, the required soft
Ware may be loaded into RAM from a removable storage

device (e.g., hard drive) or storage medium (e.g., diskette or

65

YarroW; Square; TEA; CAST-128; RC4; Safer SK-128;
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